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ABSTRACT

One fundamental issue in today On-line Social Networks (OSNs) is to give users the ability to control the
information or contents posted on their own private space to avoid that unwanted content is displayed. Up to
now OSNSs provide little support to this requirement. To fill the gap, in this paper, we propose a system allowing
OSN users to have a direct control on the contents posted on their walls. This is achieved through a flexible rule-
based system, that allows users to customize the filtering criteria to be applied to their walls, and a Machine

Learning based soft classifier automatically labeling contents in support of content-based filtering
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I.INTRODUCTION

On-line Social Networks (OSNs) are today one of the most popular interactive medium to communicate, share
and disseminate a considerable amount of human life information. Daily and continuous communications imply
the exchange of several types of content, including free text, image, and audio and video data. According to
Facebook statisticsl average user creates 90 pieces of content each month, whereas more than 30 billion pieces
of content (web links, news stories, blog posts, notes, photo albums, etc.) are shared each month. The huge and
dynamic character of these data creates the premise for the employment of web content mining strategies aimed
to automatically discover useful information dormant within the data. They are instrumental to provide an active
support in complex and sophisticated tasks involved in OSN management, such as for instance access control or
information filtering. Information filtering has been greatly explored for what concerns textual documents and,
more recently, web content. However, the aim of the majority of these proposals is mainly to provide users a
classification mechanism to avoid they are overwhelmed by useless data. In OSNs, information filtering can also
be used for a different, more sensitive, purpose. This is due to the fact that in OSNs there is the possibility of
posting or commenting other posts on particular public/private areas, called in general walls. Information
filtering can therefore be used to give users the ability to automatically control the messages written on their
own walls, by filtering out unwanted messages.

The aim of the present work is therefore to propose and experimentally evaluate an automated system, called
Filtered Wall (FW), able to filter unwanted messages from OSN user walls. We exploit Machine Learning (ML)
text categorization techniques to automatically assign with each short text message a set of categories based on

its content.
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Besides classification facilities, the system provides a powerful rule layer exploiting a flexible language to
specify Filtering Rules (FRs), by which users can state what contents, should not be displayed on their walls.
FRs can support a variety of different filtering criteria that can be combined and customized according to the
user needs. More precisely, FRs exploit user profiles, user relationships as well as the output of the ML
categorization process to state the filtering criteria to be enforced. In addition, the system provides the support
for user-defined BlackLists (BLs), that is, lists of users that are temporarily prevented to post any kind of
messages on a user wall.

The experiments we have carried out show the effectiveness of the developed filtering techniques. In particular,
the overall strategy was experimentally evaluated numerically assessing the performances of the ML short
classification stage and subsequently proving the effectiveness of the system in applying FRs. Finally, we have
provided a prototype implementation of our system having Facebook as target OSN, even if our system can be
easily applied to other OSNs as well.

. BACKGROUND

We believe that this is a key OSN service that has not been provided so far. Indeed, today OSNs provide very
little support to prevent unwanted messages on user walls. For example, Face book allows users to state who is
allowed to insert messages in their walls (i.e., friends, friends of friends, or defined groups of friends). However,
no content-based preferences are supported and therefore it is not possible to prevent undesired messages, such
as political or vulgar ones, no matter of the user who posts them. The wall messages are constituted by short text
for which traditional classification Methods have serious limitations since short texts do not provide sufficient

word occurrences.

Ill. RELATED WORK

The aim of the present work is therefore to propose and experimentally evaluate an automated system, called
Filtered Wall (FW), able to filter unwanted messages from OSN user walls. We exploit Machine Learning (ML)
text categorization techniques to automatically assign with each short text message a set of categories based on
its content. The major efforts in building a robust short text classifier are concentrated in the extraction and
selection of a set of characterizing and discriminate features. The solutions investigated in this paper are an
extension of those adopted in a previous work by us from whom we inherit the learning model and the
elicitation procedure for generating pre-classified data.

The main contribution of this paper is the design of a system providing customizable content-based message
filtering for OSNs, based on ML techniques. As we have pointed out in the introduction, our work has
relationships both with the state of the art in content-based filtering, as well as with the field of policy-based
personalization for OSNs and, more in general, web contents. Therefore, in what follows, we survey the

literature in both these fields.

3.1Content-BasedFiltering

Information filtering systems are designed to classify a stream of dynamically generated information dispatched
asynchronously by an information producer and present to the user those information that are likely to satisfy
his/her requirements. In content-based filtering each user is assumed to operate independently. As a result, a

content-based filtering system selects information items based on the correlation between the content of the
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items and the user preferences as opposed to a collaborative filtering system that chooses items based on the
correlation between people with similar preferences.

Content-based filtering is mainly based on the use of the ML paradigm according to which a classifier is
automatically induced by learning from a set of pre-classified examples. A remarkable variety of related work
has recently appeared which differ for the adopted feature extraction methods, model learning, and collection of
samples.

3.2Policy-Based Personalizatiorof OSN Contents

Recently, there have been some proposals exploiting classification mechanisms for personalizing access in
OSNs. For instance, in a classification method has been proposed to categorize short text messages in order to
avoid overwhelming users of micro blogging services by raw data. The system described in focuses on Twitter
and associates a set of categories with each tweet describing its content. The user can then view only certain
types of tweets based on his/her interests.

Finally, our policy language has some relationships with the policy frameworks that have been so far proposed
to support the specification and enforcement of policies expressed in terms of constraints on the machine

understandable resource descriptions provided by Semantic web languages.

IV. SCOPE OF THE RESEARCH

The proposed system may suffer of problems similar to those encountered in the specification of OSN privacy
settings. In this context, many empirical studies have shown that average OSN users have difficulties in
understanding also the simple privacy settings provided by today OSNs. To overcome this problem, a promising
trend is to exploit data mining techniques to infer the best privacy preferences to suggest to OSN users, on the
basis of the available social network data, filtering shares several similarities with access control. Actually,
content filtering can be considered as and extension of access control, since it can be used both to protect objects

from unauthorized subjects, and subjects from inappropriate objects.

V. PROPOSED METHODOLOGY

The architecture in support of OSN services is a three-tier structure figure 1. The first layer, called Social
Network Manager (SNM), commonly aims to provide the basic OSN functionalities (i.e., profile and
relationship management), where as the second layer provides the support for external Social Network
Applications (SNAs). The supported SNAs may in turn require an additional layer for their needed Graphical
User Interfaces (GUIs). According to this reference architecture, the proposed system is placed in the second
and third layers. In particular,

Users interact with the system by means of a GUI to set up and manage their FRs/BLs. Moreover, the GUI
provides users with a FW, that is, a wall where only messages that are authorized according to their FRs/BLs are

published.
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Figure 1: Filtered Wall Conceptual Architecture

The core components of the proposed system are the Content-Based Messages Filtering (CBMF) and the Short

Text Classifier (STC) modules. The latter component aims to classify messages according to a set of categories.

In contrast, the first component exploits the message categorization provided by the STC module to enforce the

FRs specified by the user. BLs can also be used to enhance the filtering process. As graphically depicted in

Figure 1, the path followed by a message, from its writing to the possible final publication can be summarized as

follows:

VI.

After entering the private wall of one of his/her contacts, the user tries to post a message, which is
intercepted by FW.

A ML-based text classifier extracts metadata from the content of the message.

FW uses metadata provided by the classifier, together with data extracted from the social graph and users’
profiles, to enforce the filtering and BL rules.

Depending on the result of the previous step, the message will be published or filtered by FW.

EXPERIMENTAL RESULTS
DICOM Filtering Wall

Marco Vanetti's wall

: Your message can't be posted because it was filtered!
£ Mon-Meutral = 1

i Neutral = 0

£ Violence = 0.316783

S Vulgar =1

: Offensive =0.221593

iHate =0

= Sex = 0.601015

Moreno Carullo : Giao Marco, visto? Sembra tutto funzionare - Hi Marco, did you see? Everything seems to work

Posted: 2010-05-10 09:30:03 — Reply — Delete — Filtering metadata

Antonio Tirendi : Si scrive qui? Giao, Antonio - Do i have to write here? See you, Antonio
Posted: 2010-05-08 12:21:10 — Reply — Delete — Filtering metadata

Figure 2: Dicomfw: A Message FilteredbytheWa | | 6 s Own er iftheScrdemMdleosHaee Bees

Translated to Make Them Understandable)
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DicomFW(figure 2), is a prototype Facebook application that emulates a personal wall where the user can apply
a simple combination of the proposed FRs. Throughout the development of the prototype we have focused our
attention only on the FRs, leaving BL implementation as a future improvement. Since this application is
conceived as a wall and not as a group, the contextual information (from which CF are extracted) linked to the
name of the group are not directly accessible. Contextual information that is currently used in the prototype is
relative to the group name where the user that writes the message is most active. As a future extension, we want
to integrate contextual information related to the name of all the groups in which the user participates,
appropriately weighted by the participation level.

VIl. CONCLUSION AND FUTURE WORK

We have presented a system to filter undesired messages from OSN walls. The system exploits a ML soft
classifier to enforce customizable content-dependent FRs. Moreover, the flexibility of the system in terms of
filtering options is enhanced through the management of BLs. This work is the first step of a wider project. The
early encouraging results we have obtained on the classification procedure prompt us to continue with other
work that will aim to improve the quality of classification. In particular, future plans contemplate a deeper
investigation on two interdependent tasks. The first concerns the extraction and/ or selection of contextual
features that have been shown to have a high discriminative power. The second task involves the learning phase.
Since the underlying domain is dynamically changing, the collection of pre classified data may not be
representative in the longer term. The present batch learning strategy, based on the preliminary collection of the
entire set of labeled data from experts, allowed an accurate experimental evaluation but needs to be evolved to
include new operational requirements. This filtering technique is particularly only applicable to text messages,

future enhancement is to filter unwanted images, videos from OSN user walls.
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