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ABSTRACT

In general, Cloud computing has become fame in the society. In the cloud computing the main advantage is that
more and more data owners centralized their sensitive data in the cloud. Here in the cloud computing there are
many and more amount of data files that are stored in the cloud server, and it is an important to provide the
keyword based search service to the data user.Nonetheless, with a specific in order to ensure the data security,
delicate information is typically encoded before outsourced to the cloud server, which makes the search
technology on plaintext unusable. In this paper, we propose a semantic multi-keyword ranked search conspire
over the encrypted cloud data, which all the while meets an arrangement of strict privacy requirement. Firstly,
we use the "Latent Semantic Analysis" to reveal relationship between terms and documents. The Latent semantic
Analysis exploits verifiable implicit higher-order structure in the relationship of terms with documents
("semantic structure™) and receives a reduced-dimension vector space to speak to words and reports.
Accordingly, the relationship between terms is automatically caught. Besides, our plan utilize secure "k-nearest
neighbour (k-NN)" to accomplish secure search functionality. The proposed plan could return the precise
coordinating records, as well as the documents including the terms idle semantically related to the inquiry

essential word. At last, the experimental result shows that our strategy is superior to the first MRSE plan.
I. INTRODUCTION

Due of the quick augmentation of data, the data proprietor proprietors has a tendency to store their data into the
cloud to discharge the weight of the putting away the data and the support. Here the cloud client and the cloud
server are not in the same area; our data may be presentation to the risk. Hence, when the client needs to sends
the information to the cloud before that client need to encryption that most sensitive data to ensure the data
security and afterward after that that encrypted data can be sent straightforwardly to the cloud.

Fuzzy keywords pursuits have been produced by chuah et al propose a security mindful bed-tree technique to
backing fuzzy multi-keyword search. This multi-keyword uses to alter the separation to fabricate fuzzy keyword
sets. Here the blossom filers are utilized to hunt the pivotal word. Here then it constructs the file tree for all the
data and documents where every leaf hub a hash estimation of a keyword.

In this paper we have clear the issue of the latent search of the multi keyword word latent semantic ranked
search over encrypted cloud data and getting the related files. Here we have proposed another plan named the
latent semantic analysis(LSA) this is taking into account the multi keyword rank inquiry which supports the

multi-catchphrase idle latent semantic ranked search. By utilizing LSA procedure it will show careful
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coordinating information or records as well as the documents including the terms inert semantically related to

the question essential word.

Proposed plan:

In this venture we have talk about point of interest data about our plans. In this procedure first suggest that is
"Latent Semantic Analysis" to execute the dormant semantic multi keyword rank searched.

Il. OUR SCHEMES

In our paper data owner requires outsource ‘n’ data files, which are {d1,d2,d3,,....dn} that user prepares to in
cloud server in outsource encrypted while still working the capability to search files via cloud server. Now data
owner will build set of n district elements builds secure searchable index w=extracted from the file collection D.
From the above def. Inert Semantic Analysis now information proprietor assembled a term archive lattice A .
Presently it can be partitioned into lattice three different lattices, after we lessen the preoccupations the genuine
grid that new network A which is ascertained the best "decreased -measurement" that helps rough guess to the
first term — record framework. That have t essential words of enthusiasm for W as given data, one twofold
vector "Q" is made in every bit Q[j] shows whether W=J here W is genuine or false. The similitude score is
communicated as A[j] inward result of information vector "Q" is inquiry vector A[j] for the j-th segment of the
framework A.

Set up: now the information client is proprietor creates .The data proprietor produces a n+2 bit vector and
conceal measurements invertible matrices{m1,m2}. The mystery key SK is type of a sorts as {x,m1,m2}.

Construct Index(A,SK) now the data proprietor isolates a term report grids A from D and break down that is part

T ! ’ - F

into three matrices "=t © fef 7 7 rem concurring the above plan now the information proprietor discover
r-the statically structure and framework inert structure and get away from the clouding "clamor”. To minimize

the measurements the 'K'columnsof "s" and afterward uprooting related sections "U" and "V" separately after

T ! ’ = F

various this three matric "< 7~ <t 7 T fsm gng get the outcome work A now consider the protection it is
must ought to encode lattices A preceding out sourcing after complete the procedure of separating of
measurements the first grids A[j] is reached out into (n+2) measurements rather the consequence of n. In the
aftereffects of "n" numbers the (n+1) th passage is A[j] is situated to esteem arbitrary number Ej. What's more,
(n+2) th esteem A[j] set as esteem 1

_ _ _ (ALJD.£,.1)'
At the point when the broadening the measurements, at long last A[j] speaks to . The sub
I =M AT LM, AT
file is is manufactured here.

[11. TRAP DOOR (W)

Now keywords of t interest “W” as input, one binary vector Q are generated. The (n+1) th entry ‘Q’ is set to a

random number 1’.and then scaled by random number r is not equal to zero. The (n+2) th number “Q” is set to a
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rQ .rnn’

random number‘t” during the extending of dimensions. Q can be represented as .same process is

=1 r =1 "
applying encryption for above trap door Tw is generated as M, Q.M. Q7 The top rank id list Dw
to the data user .
The final scores will be like this

I, T, ={M ATjLM, A1} -{M, Q.M . Q"
=(AT/D"-Q + (A" Q"

= (AL/D" -Q
=(A[jLs,.)- Q7 7. 1)

r

r(A[j1-Q" +2 ) +1¢

In the proposed scheme we add some random numbers to the final score which helps clearly display security

length.
IV. ARCHITECTURE

In this design we've got 3 modules they're knowledge owner, the consumer knowledge and therefore the cloud
server. Here during this design the information owner incorporates a assortment of the information documents
D={dl1,d2,d3,......dm}.A collection of distinct keywords W= {wl,w2,w3,...wn} is the extracted from the
information assortment D. the information owner can initial build associate degree encrypted searchable index |
from the information assortment D. Here {the knowledge|the infolthe information} owner can transfer the
information within the encrypted format which data are going to be uploaded within the cloud server.
knowledge users can offer t keywords for the cloud server. The cloud server can pay attention of the highest

files or most up-to-date files or relevant knowledge to the search question.
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Fig. 1. Architecture of ranked search over encrypted cloud data
The cloud server follows both the designated protocol specification but at the same time analyses data in its

storage data and message flows received during the protocol.

4.1 Latent Semantic Search
I n this we aim to develop the latent semantic relationship between the terms and the documents. Here we use

the techniques to estimate the latent semantic structure, and get rid of the obscuring “noise”.

4.2 Multi-Keyword Ranked Search

Here in this module it supports both multi-keyword query and support result ranking.
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V. PRIVACY-PRESERVING

Here in this module we have a designed to meet the security and privacy requirements and protect and prevent

the cloud server from learning additional information from index and trapdoor.

5.1 Index Confidentiality
Here the TF values of keywords are stored in the index. Therefore the index that is stored in the cloud storage or

server need to be encrypted.

5.2 Trapdoor Unlink Ability

Here in this module the cloud server should not be able to deduce relationship between the trapdoors.

5.3 Keyword Privacy
The cloud server will not discern the keyword in query, index by analysing the statistical information like term

frequency.
V1. BOOLEAN KEYWORD SEARCHABLE ENCRYPTION

To more compelling pursuit functionalities, present conjunctive keyword word search proposed encrypt data in
conjunctive keyword. Those plans are harm huge overhead created by their fundamental primitives. For
example, estimation cost by direct guide, cost by secret sharing in correspondence have more broad search
systems. In now predicate encryption plans are presented as of late bolster both pursuit routines for conjunctive
and disjunctive. In search routines for conjunctive it gives back the consequence of "win big or bust", this
implies it just present those reports every single watchword indicated by the question hunt show up. Another
methodology is disjunctive essential word query output returns undifferentiated results,It contains each archive
record that have a subset of unique catchphrases even stand out catchphrase of hobby. In this project proposed
inward item questions in predicate encryption just figure out whether two vectors orthogonal or not. That is
inward item esteem is connected result with the exception of is equivalent to zero. Without locate the giving

ability to think about related inward item is predicate encryption is not performing positioned search.
VII. CONCLUSION

In this paper"An Efficient and Privacy-Preserving Semantic Multi-Keyword Ranked Search over Encrypted
Cloud Data is proposed. in centre backings idle semantic search. We utilize the vector it contains TF values as
record to archives. This vector contains a matrix.From this investigation the inert semantic relationship in the
middle of records and terms by dormant semantic examination. Consider the protection into security and
security utilize a protected part NN strategy encrypted and queried vector. It helps exact positioned result and

secure the certainty information and conceivable.
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